healtheconnections

HealtheConnections Secure Messaging User Guide
Important: Secure Messaging was formerly Direct Mail.

Authorized Users can securely communicate protected health information (PHI) with other healthcare
providers using HealtheConnections’ HIPAA-compliant Secure Messaging application. This feature
empowers users to exchange information safely and efficiently, such as sending and receiving referrals, to
support care coordination and help organizations meet quality metrics.

Our solution includes a Provider Directory, making it simple to find other authorized healthcare providers
able to receive secure emails. A user can quickly address secure messages by selecting addresses and may
include attachments in several formats. If a provider uses a different secure mail solution and it is linked to
the HealtheConnections service, correspondence can also be sent by simply knowing the provider’s secure
email address.

The quick links below allow users to jump directly to the sections most relevant to their needs.
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PasSSWOId RESEL/ACCOUNT UNIOCK ..eeeeeeieeeee ettt ettt ettt e et e e e ee et e eeeesesaeaaaeeeeeeesesasaeseeeresssesannneneeees 2
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HealtheConnections Health Information Exchange (HIE) Login
Secure Messaging and the Provider Directory is available within HealtheConnections HIE portal.

Access the HealtheConnections HIE portal at https://www.healtheconnections.org/, click the HIE Portal
Login button in the top right corner.

myConnections Login HIE Portal Login

for transitioned users

healtheconnections
About Us v  Resources What We Do v Contact Us System Status Dashboard

A new window will open to https://portal.prod.healtheconnections.org. At the HIE portal login screen,
enter the assigned HealtheConnections Username and Password (the same credentials used to access
myConnections). Click Sign In, then complete the standard Okta Multi-Factor Authentication (MFA) process.

Sign in to HealtheConnections

Username

Password

o

Password Reset/Account Unlock
To reset a password or unlock an account, please contact the HealtheConnections Support team at
support@healtheconnections.org or 315.671.2241 extension 5 for assistance.

The Forgot password, Unlock account, and Help features are currently enabled but will change in the near
future.

Username

Password

Keep me signed ir

Sign in
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Secure Messaging Navigation

After logging into the Portal, an Authorized User is directed to the User Home page. To access Secure
Messaging, select the Secure Messaging icon on the Navigation Panel.

bedicomestns Navigation Panel

2 Pationt,

Recent Patients
o Notifications

Secure Messaging Access

If an authorized user is configured for only one Secure Messaging account, once the icon is selected in the

Navigation panel, a new tab will open directly into the Secure Messaging mailbox. View and send messages
and search the Provider Directory here.

Webmail (3 dpickering1~

(Eeen Lo
0 tbox

4" orsfts |

@ sent

Al 2| [Qr search...

*  From Date 4 size
Dispatched: Test Email dpickering1@hiemail health... ~Fri 13:10 1k
Processed: Test Email dpickering1@hiemail-health... ~Fri 13:10 1x8
— Test Email dpickering1 Fri 13:10 2x8
3 unk

& mrh

Authorized Users with Multiple Accounts

If an authorized user is configured with multiple accounts, once the icon is selected in the Navigation Panel,

a selector screen appears. On this screen, the authorized user should select the appropriate account, then
click continue.

Secure Messaging IDs x

A new tab will open into the selected Secure Messaging mailbox. View and send messages and search the
Provider Directory here.

Composing a Secure Message

Click Compose on the top banner of the mailbox. It’s important to note that a secure message can only be
sent to individuals with a secure messaging email address. If a message is sent to an individual that does

not have a secure messaging email address, it will not be delivered.
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Enter the recipient’s secure messaging email address in the To field. If the recipient’s secure messaging
email address is not known, and they are in the local provider directory, the To field will assist in finding the

address. Begin typing the recipient’s last name.

_ . N
een €« T @m & B
SOl os g e
Contacts From ing1@hiemail. healtheconnections.org> v| /* Edit identities
J— [
Q semch
[ -
bt
o cditor type [Pamtext¥] [] Kesp formatting  Save sent message in[Sent—¥]

If the provider’s secure messaging email address was located through either of the Provider Directories
search functions, the recipient email will already be populated in the To field of the email that is being
composed.

Add additional recipients in the To, Cc, or Bcc fields if needed. To access the Cc or Bec fields, click on the +
icon in front of either option. Remember to separate each recipient's secure messaging email address with

> @ + i > @ - B
a 2 B A AL
Send Save attach Responses
- dpichering <dpickering1 Ehiemal <) / edt identites
From [dpickering <dpickeringi@hiemall v / E supper, HeatheComnedtons”
—_— 2 o
© Add Reply-To ) Add Followup-To E ©
© Add ey o © Add Fo
erifz Subject
& Editor type [ Plain text v priority [Normal v | [ Return receipt [ Delivery status n| | a Editortype [Pantetv]  Prioity (Normal v] () Return receipt (] Delivery status notfication (] Keep formatting  Save sent message in Sent v

Type the subject and message, then click Send when ready.

rom dpickeringl V] / Edr =
o “Support, HealtheConnections"
o
8ce o
© Add ReplyTo_@ Add rollowup To
Add the Subject Here
A textv]  Priorty [Nommal v] (] Return receit (] Delivery status notifcation (] Keep formatting _ Save sent message in [ Sent <]
= ssage content here. Maximu allowed fie size s 50 MB

Atach a fle

Attaching Files
To include an attachment in the message, click on Attach in the ribbon above the message or on the Attach
a file within the message.

> o Y W
2 B2 o e
From [dpickeringL b ] # Edit identities
T “upport
ce [x]
Bee [x]
© Add ReplyTo € Add Followup-To

Subject Add the Subject Here

a Editor type[Plaintext~]  Priority [Normal w] (] Retum receipt [ Delivery status notification (] Keep formatting ~ Save

Type secure message content here. Maximum allowed file size is 50 MB
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Once clicked, a dialogue box will appear. Locate the file that needs to be attached, select the file and click
Open. If successfully uploaded, the file will populate with an indicator below the Attach a file button.

= & 7% B
o & e
From [dpickerina1 <dpick Fiemal V) / Edit identities o
To “Support, HealtheConnections™ <support@hiemail.healtheconnections.org>,
cc [x]
Bee [x]
© Add ReplyTo @ Add Followup-To
Subject Add the Subject Here
a Edtortype(Pamtemv] Priority [Nommal v] [ Return receipt (] Delivery status notification [ Keep formatting  Save sent message in [Sent |

Type secure message content here. Maximum allowed file size is 50 MB

Attach a file

BB Heattheconnecti.. (1 k) - &

To remove the file, click on the Trash icon to the right of the attached file. Click the dropdown arrow, to
open, download, or rename the file.

Maximum allowed file size is 50 MB
Attach a file
& HealtheConnecti... (44 KB
& Open

¥ Download

&} Rename

Once all files have been uploaded, the email is composed, select the Send icon to securely send the

message.
« & o B

From [dpickering V] / Edit identities =
To “Support, Health: cti 3

= e e

o~ e o

© Add Reply-To @ Add Followup-To

Subject Add the Subject Here

prioity 0 Retu

content here. Maximum allowed file size is 50 MB

Attach a file

[ Healtheconnecti... (4k8) + &

Sent Messages
To view a list of sent messages, click on the Sent folder on the main navigation of the Secure Messaging

Webmail (3 dpickering1~
= &
gen =2 = e o o 2| Q- search..
S ek Compose Vo e
0 tbox © #- & v suect Date s s
/' onfts | B Dispatched: Test Email g1@hiemaiLhealth... Fri 13:10 1x8
B 91ehiemaiLhealth... Fr 13:10 1ke
ering1 Fri 13:10 20
B & [scea [3] [Theods [3]  Messages1to7of7 Woa[i»om

Receiving Messages
Email notifications will be sent to a regular email account, unless this feature is turned off. The notification

will be sent from noreply@hiemail.healtheconnections.org with the subject: You have received a Direct
Message.
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The notifications will be similar to the following message:
Dear Your Name Here,

You have received a new DIRECT message. Please log in to view your message at URL will be
provided here.

Once you have logged in, please click the Direct Mail button to view your Direct Messages.

If you have any questions about the Direct message that you've received or need assistance
logging in, please contact HealtheConnections Support.

Thank you,

HealtheConnections Support

Email: support@healtheconnections.org
(P) 315-671-2241 x5

(F) 315-407-0053

To view the message, click on the link in the notification email or by logging into the HealtheConnections
portal to access Secure Messaging.

Once in Secure Messaging, an indicator will appear next to the Inbox and Webmail icons as to the number
of new messages. Additionally, line items of a message are available here, including a Subject, Sender, Date,
Size, and file, if attached.

Webmail (3 Provider Direcio

- +

@gen 2 = ..

""" Refresh ‘Compose Mark More
L3 tnbox B & & ® subjea
# orafts Dispatched: Test Email

Processed: Test Email

& sent d '
_ Test Email
B3 unk

" Trash

After reading the message, the following actions are available: Reply, Reply All, Forward, Delete, or Print
the message. Select the appropriate icon and follow the prompts.
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To move to the next message, use the navigation arrows on the right side of the screen.

4 — s - -
& L A . FoBE TS 2 ...
. | & & &F = = o = R
Test Email
From  dpickering1
-

Message 30f7 | 4| [ >
—
°  Ppickering, Deborah
Date  Fri13:10

Test Email for Secure Messaging User Guide
Sent via HesltheConnections Secure Messaging (Direct) powered by Direct Messaging

To close the message, click Webmail or on the Inbox folder to return to the main navigation screen.
| vooret @ | PosrDicctoy Gpt ]

= L e . §

- &
Move  prnt

. eee
pos Reply  Replyall  Forvard  Dalete Mark Hore

Test Email

4 Drafts

From  dpickering1

To  pickering, Deborah
@ sent Date Fri13:10

Junk

Test Email for Secure Messaging User Guide
U Trash

Sent via HealtheConnections Secure Messaging (Direct) powered by Direct Messaging

Viewing Messages

There are two options for a mailbox layout. To alternate between viewing options, select the appropriate
icon in the lower left of the screen.

een = =

Refresh  Compase

Tk More
0 Inbox © B H ® subjea
# prafts | B Dispatched: Test Email
@& sent B Processed: Test Email
= Test Email
3 Junk
T Trash

e List View allows the user to see messages as an individual line item
.‘ Select % Threads | ¥ Messages 1 to 7 of 7 M <4 |1 » M
e Thread View allows the user to follow a conversation of messages by grouping them together.
EE Select | # Threads | ¥ Messages 1 to 7 of 7 M 4 |1 » M
Logging Out

For security purposes, always sign out of Secure Messaging rather than simply closing the application. Click
on Sign Out and then close the application.
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Provider Directory
There are two methods to search for a providers’ secure messaging email address:

e Global Provider Directory
e Local Provider Directory

Click on Provider Directory.

‘Webmail (2
— +
Do = =
------ Refresh  Compose
£3 1nbox o i+ & W Subject
& Drafts Dispa

This will navigate to the Provider Directory. By default, the Direct Provider Directory and the Local Direct
Messaging Provider Directory are loaded.

healtheconnections Webmai

o E S Find Doctors
X - W & other healthcare providers

Please perform a search

To return to Secure Messaging at any time, select Webmail in the top right of the screen.

My Account ( jsmith )
healtheconnections

Global Provider Directory: Searching
The Global Provider Directory includes all available New York State Qualified Entities (QEs). The Provider
Directories to Search function allows the user to enter search criteria for other provider’s secure messaging

email addresses. This section must contain at least one QE when performing the search.

To search additional QEs, put the cursor in the white box, and click. A drop-down box of additional QEs will
appear. Following the QE name HPD is listed for Healthcare Provider Directory. Click on the QEs that you
would like to search, and it will appear in the list included in the Provider Directories to Search box.

Search Please perform a search
Use the search options below to find

rvidar Sl Use the search options on the left to find providers and organizations.

calthel PD
Rochester RHIO_HPD

Specialty

Location

Advanced Search (SN
Reset Search -
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The remaining search criteria options are available to narrow the search. At least one of the search criteria
options must be used in conjunction with a QE for a search to be executed.

Search criteria options are:

Name (Last Name or Organization, minimum 2 characters)
Specialty (Select from menu)

Location (City or Zip)

Search
Use the search options below to find
Providers and Organizations

Provider Directories to Search
Direct Provider Directory

Local Direct Messaging
Provider Directory

Specialty

Location

Advanced Search Search
Reset Search -

Please perform a search

Use the search options on the left to find providers and organizations.

Global Provider Directory: Composing a Message
Here is an example of how to use the search feature to compose a message.

A search was performed below using the following search criteria:
Provider Directories to Search: Direct Provider Directory, Local Direct Messaging Provider Directory,
Healthelink HPD, Rochester RHIO_HPD

Name: Blank

Specialty: Blank

Location: Syracuse

The number of matching providers or healthcare organizations will show at the top and bottom of the
page. Use the buttons to move through the pages.

Search

llze the searrh antinne helow tn find

Results 1 - 10 of 40 Page 1 of 4 | Next » || Last

The search results display provider or healthcare organization details, including:

Provider’s name

Affiliated participants and organizations
Associated directories

Physical address

Phone
Fax numbers

Regular email address
Secure messaging email address
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Search results from other QEs: Rochester RHIO_HPD, HealtheLink_HPD

Search Results 1 - 10 of many
Use the search options below to find

Limitedto frst 100 (Please refine your search)  First ¢ Previous ~ Page 1 of 10
Providers and Of

Provider Directories to Search Rochester RHIO_HPD
Search failed. Remote Directory is currently unreachable or otherwise unavailable for searching
Direct Provider Directory
Local Direct Messaging x HealtheLink_HPD
Provider Directory Search timed out. Remote Directory is currently busy or temporarily unavailable
Healthelink_HPD x
Rochester RHIO_HPD x 2 Abdulky, Mary 5794 Widewaters Parkway
= og Syracuse, NY, 13214-1845
Name Map

Direct Provider Directory (315) 4221513

(315) 4765950
2 Emall cglies@ahasyr.com
Specialty

mary.abdulky@direct ahasyr nextgenshare.com

2 Abuzaiter, Basel 750 East Adams Street
Syracuse, NY, 13210
May
Local Direct Messaging Provider Directory

abuzuaib@upstate edu

Advanced Search
Reset Search baselaz88@hiemail healtheconnections.org
Chat: Add to buddy list

18 AccessCNY 1603 Court St
- Syracuse, NY, 13208
2 0Associated Participants Map
8 0 Associated Organizations

(315) 410-3332

Local Direct Messaging Provider Directory

Once the correct provider is located, select the provider’s email. A screen will populate, next to the
window. Click compose to launch a message composition.

4 Arthritis Health Associates PLLC

5794 Widewaters Parkway

Syracuse, NY, 13214-1845
& Associated Participants Myap L
e Phone: (315) 422-1513
Direct Provider Directory (315) 476-5950

arthritishealthassociates@
direct.ahasyr nextgenshare.com| M | Comoose

HeCPortal

A new window will appear, with the secure messaging email address listed in the To field.
o |

o x
- + .
@gen - bl P K.
e Cancel Send Saue sitsch Responses

Contacts 4w ron Cipickeringt i B 1 / Edit identities o
Q@ sern E

= @0 Al Cc @ Add Bec @ Add Reply-To_ ) Add Followup-To
Y personal addresses

Subject [

¥ Collected Recipients &
n s Editor type[Plaintextv]  Priority [Nomal w] (] Retum receipt [ Delivery status noification (] Keep formtting  Save sent message in [Sent v

i Trusted Senders
¥ Local HSP Addresses

Local Provider Directory: Searching and Composing a Message
Click on the Compose button.

Webmail

(Eeen

T

Q 1mbox & subjea
/' orafts test
B e Dispatched: Re: TESTING
= B Processed: Re: TESTING

sunk
a 4 TESTING
& oen

In the new screen, click Local HISP Addresses and a complete list will appear of all HealtheConnections
Providers only.

[ weomail proierDieciory
iFgen |«

Cancel
Contacts Mo om
Q  Search...

B8 Personal addresses
% collected Recipients

¥ Trusted Senders

F¥ Local HISP Addresses
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Type at least three (3) letters of a Provider’s name in the Search box to filter names. To send a message,
double-click on the Provider’s name and the secure message email address will appear in the To field.

— - N
Been € T B & B
— Cancel Send Save Attach Signature  Responses
Contacts I ] From L dpickeringl <dpickeringi&hi

b [

| / Edit identities

B¥: Personal addresses

Subject
¥ collected Recipients

: o Edtortyps
¥ Trusted Senders

E¥i Local ISP addresses
& Gebhart, Autumn

3 Arthritis Health Asso...
1 Martin, Aileen

& smart, Amber L

8 Broome County Health
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Additional Features
While all features and configuration settings are not made available in this guide, we have provided the
more commonly used or requested features to support Secure Messaging users.

Assigning a Delegate

Within Secure Messaging, a delegate is an individual with a valid provider or staff account who is granted
access to another account, which can be for a provider or organization. The delegate uses their own
credentials to log in and then has the means to switch over to the delegator’s account.

Delegate relationships are strictly defined and do not cascade. For example, if a provider A has delegated
his account to Provider B, and Provider B has delegated his account to Provider C, those delegates may only
access their own accounts and the delegator’s account. This means that Provider C has no access to
Provider A’s account. Similarly, if a provider has delegated his account to four delegates, those delegates
may only access their own account and the provider’s account — they have no access to the other delegate
accounts associated with that provider.

Once logged in, click the down arrow next to the users Secure Messaging username, which is located at the
top, right corner of the screen. Click on Settings.

e

Address Book

Edit My Profile

Select Settings menu. Click on Delegation. Enter the Secure Messaging Username in the Add New Delegate
box and click Save. Important: Enter the USERNAME and NOT the direct email address.

Settings Manage Delegated Accounts

Current Delegates
User Date Added Last Login Options

1 [

Add New Delegate

Please enter the usemame of the user you wish to add as a delegate to your account.

Upon clicking Save, the screen will refresh and the Username information entered will appear under
Current Delegates.

Manage Delegated Accaunts

Dats Addad Last Lagin | e 1
T1/Z0/7033 8% 40:34  31/i3/2033 Mk 10127 Frem 30.73.335.23

Removing a Delegate
To remove a delegate, click Revoke next to the user’s information and the delegation relationship will end.

Manage Delegated Accounts

Date Addad
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Notifications Settings

Notifications in Secure Messaging are emails that are sent to an email account outside of the Secure
Messaging application notifying the User that a Secure Message has been received. The default notification
setting is turned on during initial configuration and users will receive notifications, similar to the email
below, unless the feature is turned off.

Dear Your Name Here,

You have received a new DIRECT message. Please log in to view your message at URL will be
provided here.

Once you have logged in, please click the Direct Mail button to view your Direct Messages.

If you have any questions about the Direct message that you've received or need assistance
logging in, please contact HealtheConnections Support.

Thank you,

HealtheConnections Support

Email: support@healtheconnections.org
(P) 315-671-2241 x5

(F) 315-407-0053

Once logged in, click the down arrow next to the Secure Messaging username, which is located at the top,
right corner of the screen, then click on Settings.

Lo o

Address Book

Edit My Profile

In the Settings Menu, click Notifications. There will be a Contact Email reflecting the non-direct public email
address. Uncheck the Notify? box to disable notifications. The box should be blank if notifications are
disabled. Click Save.

Settings Notifications
£ preferences Notificstion Settings

i rolders To receive a notification email whenever you receive a new direct message, please select your public email account where you would like to receive the notification.

Contact Email .
fsmith@heatheconnections.org

() 1 would like my delegates to also be notified when I receive a new message.

Uncheck the Delegate Notification checkbox (making the box blank) to turn off notifications being sent to
delegates. Click Save.

Settings Notifications
L preferences Notfication Settings
i rolders To receive a notification email whenever you receive a new direct message, please select your public email account where you would like to receive the notification.

Contact Email Notify?
jsmi@neatnecannectonsarg

Ex would like my delegates to also be notified when I receive a new message.
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To add a different or additional email account for notifications, enter a public email address under Add a
Notification email box and click Add Email to save. This should NOT be the secure messaging email address.

Settings Notifications

L preferences Notifcation Settngs

. rolders To receive a notification email whenever you receive a new direct message, please select your public email account where you would like to receive the notification.
L 1dentities Contact Email Notify?

B Responses jsmith@healtheconnections.org

£+ pelegation [ 5o |

Add a Notification Email

email you would like to 2dd s a contact address.

Return Receipt and Delivery Status Notifications
To request a return receipt and/or request a delivery status notification, click on the gear widget at the

bottom left hand corner. Then select Manage Folders.

Compact
Empty
Mark all as read

Import messages

Manage folders

Select Preferences in the Settings Menu, then Composing Messages in the Section Menu. Select the
appropriate box for the feature to enable, then click Save.

Settings Section Composing Messages
[ user Interface
_ wain options
W Folders I Mailbox View
Compose in a new window (m]
2 |
2. 1dentities Displaying Messages
= Compose HTML messages on reply to HTHL message v
— Always request a re eipt (]
L notifications B contacts
o Always request a delivery status notification (m]
¥ pelegation B Special Folders
_ Place replies in the folder of the message being repliedto [
£ server settings
When replying [start new message below the quots v
Messages forwarding
Default font of HTML message Toptv
Default action of [Reply all] button reply toall v
Signature Options
[ —
Place signature below the quoted message (]
When replying remove original signature from message
Force standard separator in signatures

Advanced options

If the Return Receipt is checked, when a message has been opened by the recipient, the sender will receive
a message indicating the status of the message that was sent.

-~ & W  Subject

(] % Patent Summary
=] Return Receipt (read): Consultation Request
B Successful Meil Delivery Report

If the Delivery Status notification option is checked, the sender will receive a message indicating either
Successful or Unsuccessful Mail Delivery. If an Unsuccessful Mail Delivery notification is received, the
message has not been processed or sent. Examples:
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G- # ™ Subject

[+ ] % Patient Summary
B Return Receipt {read): Consultation Reguest
& Successiul Mail Delivery Report

Personalized Signature
To insert an electronic signature automatically in each message, click on the gear widget at the bottom, left
hand corner and then select Manage Folders.

Compact

Empty

Mark all as read
Import messages

Manage folders

In the Settings Menu select Identities. Choose the identity to associate.

Click Identities, click the email to associate, add the signature to the signature field, and click save.

Edit identit

lvlng.

I
N

LR

Each time a new message is composed, the signature will be automatically added to the message.
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