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HealtheConnections Health Information Exchange (HIE) User Guide
HealtheConnections Health Information Exchange (HIE) securely stores and shares patient medical
information among a patient’s care team using intelligent platforms, innovative tools, and targeted
information delivered right to you. This means better communication, more coordinated care, and reduced
gaps, helping providers deliver the best possible outcomes for patients.

Authorized user accounts are required to access the HIE. The Authorized User Request Form must be
completed and submitted for review and approval by HealtheConnections and the associated organization.
Any individual accessing the HIE is required to:

e Have an account with unique login credentials

e Not share their username, password, or authentication tools with others

e Not use the login credentials of others

e Access only the minimum amount of health information as is necessary for their professional need

The HealtheConnections HIE user guide walks users through key features, showing how to access patient
records, manage alerts, and view labs and results to support informed decision-making. For help or
additional information, contact HealtheConnections.

The quick links below allow users to jump directly to the sections most relevant to their needs.
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CONSENTI ACTIONS .ttt 9
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HealtheConnections HIE Login
Access the HealtheConnections HIE portal at https://www.healtheconnections.org/, click the HIE Portal
Login button in the top right corner.

- HIE Portal Login

About Us v Resources  What We Do v Contact Us  System Status Dashboard

healtheconnections

A new window will open to https://portal.prod.healtheconnections.org.

At the HIE portal login screen, enter the assigned HealtheConnections = e
Username and Password. Click Sign In, then complete the standard
Multi-Factor Authentication (MFA) process.

Password Reset/Account Unlock
To reset a password or unlock an account, utilize the self-service options Usermame

located below the Sign in button. Select the appropriate link (Forgot | |
password or Unlock Account) and follow the on-screen prompts. Once r“wm
completed, an email will be sent from noreply @okta.com with

instructions. The email may be delivered to a Junk or Spam folder.

Signin

If the email is not received, contact the HealtheConnections at
support@healtheconnections.org or 315.671.2241 x 5 for assistance.

HIE Access
Authorized user accounts are required to access the HIE. The Authorized User Request Form must be
completed and submitted for review and approval by HealtheConnections and the associated organization.

Authorized Users Working at Multiple Organizations
For authorized users associated with more than one SS—
organization, a selector screen appears upon login.
The organization corresponding to the clinical
patient records being accessed must be selected.

Important: Selecting an incorrect organization constitutes unauthorized access, as patient consent applies
only to the organization where it was granted. Unauthorized access may result in sanctions.

To select the appropriate organization, click the dropdown
arrow. All organizations assigned to that authorized user will
populate. Select the appropriate organization.

Once the correct organization is selected and displayed in the | sowu
window, click Continue to access the portal.
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User Dashboard
After logging in, an authorized user is directed to the User Dashboard. Multiple navigation options are
available, including:

e Organization Badge e Account Profile e Patient Search (Lookup) e Recent Patients
e Favorites (Pinned Patients) e Notifications e Help Center e Navigation Panel

healthcconnections 4—— Organizational Badge

#. Patient Search sfmmm———— Patient Lookup

88 Dashb
88 Dashboard

® Lo MRN
@ Resuls
First Name Last Name DOB B Q)
Recent Patients )
Help Center
Q search

HealtheConnections HIE Portal Help Center

Pt nana Do Date Acessed Here you'll find quick access to system notifications, service access, resources and support.

DEMO RECORD 1-02-1966 06-10-2026 System Notification
Last Updsted July 14, 2026 at 8:00am EST

For detailed information, visit the System Status Dashboard.

[l HiE Portal Maintenance
System maintenance Thursday, 7/16/26, from 6pm-9pm. Users may experience service interruptions.

Navigation Panel H Statewide Encounter Alerts: Single Single-On (SS0)
Statewide Encounter Alerts users will soon transition to the new SSO process. Please follow the nstructions in the communications you received.

[H statewide Encounter Alerts (SEAS) Issue
SEAS users may receive a temporary influx in backlogged alerts from Crouse Hospital.

[l Technical Connectivity Issues
Users may experience service interruptions for data from Lifetime Care Home Health and Hospice; Crouse Hospital; Centralus Health

Service Access

Note: Some services (e.g., Patient Search (Patient Lookup)) appear on the User Dashboard; however, access
is granted only if the appropriate provisions have been assigned.

Organization Badge

Indicates the organization the authorized user is currently logged eattheconm i

in under. Hovering over the badge highlights this information.
This is important for authorized users working with Selct Organization 5
multiple organizations. If an incorrect organization was -

selected at login, click the badge and follow the same v
steps used during initial sign-on. Click the dropdown

menu, select the correct organization, then click Continue.

Important: Authorized users must view patient information under the organization corresponding to the
clinical record being accessed. Selecting the wrong organization constitutes unauthorized access, as patient
consent applies only to the organization where it was granted. Unauthorized access may result in sanctions.

Account Profile
The Account Profile section displays your name and last login.

Jane Smith
- Last Logged on . . )
10/16/2025 4:14 PM J' Demo Mode is available here. To access Demo Mode, click the
dropdown arrow. In Demo Mode, Protected Health Information
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Demo Mode [@] (PHI) is hidden, which is ideal for training purposes. Use the toggle
button to turn Demo Mode on and off.
Patient Search (Patient Lookup)

Patient Search, commonly known as Patient Lookup, opens the patient query screen.

Searches must be performed by:
e Demographics (First Name, Last Name, and Date of Birth (DOB))
e Identifiers (Medical Record Number, MRN)

£ Patient Search

MRN

Click here for instructions on navigating Patient Search.

Recent Patients

Recent Patients displays the most recently searched patients,
allowing quick access to previously viewed records.

This list does not reset after each login.

It holds up to 25 patients.

RECORD DEMO 11-02-1966 10-24-2025 e New searches replace the oldest entries.

Records can also be located using the search feature.

Recent Patients o

Q, Search

Patient Name D Date Accessed

Recent Patients o

Q). search

Important: If you are authorized to work with multiple organizations, note that this view does not reset
based on the organization selected. Always ensure you are selecting patients under the organization that
matches the clinical record you are accessing. Patient consent applies only to the organization where it was
granted. Unauthorized access may lead to sanctions.

Favorites (Pinned Patients)
Specific patients can be pinned with a star within the Patient
Synopsis for quick access.
e This list does not reset after each login.
e |t holds up to 50 patients.
e To add or remove patients at any time, click the star icon.
e Records can also be located using the search feature.

Q search

Patient Name DoB Gender

DEMO RECCORD 1-02-1966 M

Favorites o

|Q Search |

Important: If you are authorized to work with multiple organizations, note that this view does not reset
based on the organization selected. Always ensure you are selecting patients under the organization that
matches the clinical record you are accessing. Patient consent applies only to the organization where it was
granted. Unauthorized access may lead to sanctions.
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Help Center
The Help Center provides resources to
support authorized users.

Help Center

HealtheConnections HIE Portal Help Center

Here you'll find quick access to system notifications, service access, resources and support.

e Quick links are available for quick access System Natification
. Last Upaated July 14, 2026 at 8:00am EST

to reso u rces' | m po rta nt n eWS, a n d For detailed information, visit the System Status Dashboard

HealtheConnections contact information. . 71525, rom 3 Gpe. Users iy exporanc snice eruptons
e The Statewide Encounter Alerts service is o v 50 poces. s oo e o i e cmmneatens you e

accessible here for enrolled users. I Sttowids Encounter Alers (SEAS} lssue

. . SEAS users may receive a temporary influx in backlogged alerts from Crouse Hospital.

e Content changes, so check this section 3 rechmest Comectuiy ssues

Users may experience service interruptions for data from Lifetime Care Home Health and Hospice; Crouse Hospital; Centralus Health

Service Access

regularly.

Statewide Encounter Alerts Service (SEAS)
« IMPORTANT: SEAS Users will soon transition to Single Sign-On (SS0). Once active, users will access the service in the HIE Navigation Panel.
« SEAS Provisioned Users: Access SEAS Here

in Statewide Alerts? Healtheconnections org/alerts

Provider Directory

« Need to send a secure message to a doctor? Find contact information quickly. Access the Provider Directory,

Trainings and Resources

+ JoinaLive Training Session:

« Explore our Resource Centel

quides, online forms, and more

Navigation Panel
The navigation panel on the left displays a list of Expanded View Collapsed View

provisioned services.
X ]

@ Resuits

B Reporis

e Selecting a service grants access to its features.
e Click on the expand/collapse button to change the
screen view. e
e Logout is located at the bottom-left corner. Always
Log Out rather than closing the application to
maintain security. After logging out, the browser or
application can be closed safely.

Click here for instructions on navigating Services.
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Patient Search Navigation

Authorized User Access

Patient Lookup Access Type identifies the primary account type that is provisioned for an individual once
access is approved.

Note: Patient Lookup will appear on the User Dashboard. Access is granted only if the appropriate
provisions have been assigned.

Patient Search (Patient Lookup)
Patient Search, also referred to as Patient Lookup, opens the patient query screen.

Patient searches can be performed by:
e Demographics: First Name, Last Name, and Date of Birth (DOB)
e |dentifiers: Medical Record Number (MRN)

2 pa

& (z~Je

Required fields are marked with an asterisk (*). These will populate as content is entered.

First Name

Demo Last Name III DOB [k

Additional fields such as Address, City, State, and Zip may be used to refine search results but are not
required. These fields are available by clicking the dropdown.

2 Patient Searc)

Patient Search (Patient Lookup) Search Results
After completing a patient search, the system provides one of two prompts in the upper-right corner of the
screen:
e Patient Found: A confirmation message
displays if a match exists

Success
Vv X
Person Located Successfully

e Patient Not Found: An error message E,.i & =
diSplayS |f no match is found. Person not found

Search Results
Displays a list of patients matching the search criteria using Verato (MPI system). Results include:
e LINK ID: HealtheConnections Patient Identifier
e Patient Demographics: Name, Date of Birth, Gender and Address
e Consent Values: Options include reviewing consent and changing/adding consent
e Actions: Includes Minor Consent Override and Break the Glass

Search Results =
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Consent: Access
Before accessing a patient's record, consent must be reviewed or obtained. Access is determined by the
patient’s consent value, which can be viewed in Search Results.

Search Results
u

Consent: Values
Hover over the consent value icon to review the patient’s consent selection.

e Yes (green with Y): Patient has given consent. ,
Access to the record is allowed. conseNTTo Acotss

e No (red with N): Patient has denied consent. Access to the -
record is denied until a new affirmative consent is signed. 52;«552;;)%@355

e Emergency Only (red with E): Patient has denied consent except in the Actions
case of a medical emergency. Access has been denied unless the user 62
has Break the Glass (BTG) privileges, and it is a truly emergent situation. —_—

Consent: Actions
Hover over the consent action icon to review the actions available based on user access type.
e Break the Glass (yellow): Only for organizations providing emergency treatment. Actions
Access is granted to authorized users approved by the RHIO Administrator. Click
here for instructions on Break the Glass.

e Minor Consented Services Override (yellow): Only for organizations providing Actions
Minor Consented Services. Click here for instructions on Minor Consented
Services Override.

e Add/Change Consent Value (pencil): No consent exists OR patient has changed Actions
their consent value on the organization-specific consent form. Z

Consent: Adding/Changing Values
To add or change a consent value, click the consent add (pencil) icon in Search Results under Actions.

LINK ID Name DOB Gender Address Actions

680e7746392€76608a179829 DEMO F RECORD 1-02-1966 M 4287 WILLOWCREST AVE SYRACUSE 13210 NY rd

Select the appropriate consent value (Yes, No, Emergency Only) from -

the drop-down menu based on the consent choice indicated on the - - o]
organization-specific consent form. Click Add to save the value. o

. Important: Only designated organizations should select Emergency
Only. Click here to learn which organizations are designated.
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Example: Adding Consent
In the example below, the patient gave affirmative consent. This will add the green CONSENT TO ACCESS
HAS BEEN GRANTED icon in front of the pencil.

Step 1: No consent on file
Click the consent add (pencil) icon. From the consent value-dropdown, select Yes, click Add.

LINK ID Name DOB Gender Address Actions

68de7746392e76608a17/9829 DEMO F RECORD 11-02-1866 M 4287 WILLOWCREST AVE SYRACUSE 13210 NY 4

Step 2: Consent on file
After completing Step 1, the Yes consent value will display.

LINK ID Name DOB Gender Address Actions

68de7746392e76608a179829 DEMO F RECORD 11-02-1966 M 4287 WILLOWCREST AVE SYRACUSE 13210 NY Id

Designated Organizations and Emergency Only Consent

Organizations that routinely handle medical emergencies, such as EMS or hospitals with emergency
departments, are considered designated and may select the Emergency Only consent value.

Learn more about emergency access (break the glass) on our Resource Center webpage.

Consent: Break the Glass (Emergency Only)
For organizations providing emergency treatment only. Access is Actions
granted to authorized users approved by the RHIO Administrator.

To break the glass for a patient with no consent on file, click the

patient’s name. A pop-up message will appear: _

e Click Yes to add a consent value. e
e Click No to proceed with Break the Glass emergency access. =
If No (Break the Glass) is selected by an authorized user at an e

eligible organization, additional attestations are required. If
selected:
e A Consent Override (Break The Glass) window will appear.
e Enter the Provider Name and Nature of Emergency.
e Review the on-screen instructions to complete the
emergency access workflow.
e Select | Attest to unlock consent and access the patient
record.
¢ Note: Organizations are identified on this consent (e.g.,
BTG for a patient being treated at: ORGANIZATION NAME). :
All consent overrides are subject to audit.

Upon successful access, confirmation appears in the , -
upper-right corner of the screen, and access to )
Patient Synopsis is granted.
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Consent: Minor Consented Services Override

To add a Minor Consented Services Override for a minor patient that
does not have a consent on file OR has a No consent value, click the
patient’s name. A pop-up message will appear: e i

e Click No to proceed to the Minor Consented Services Override.
e Click Yes to add a consent value from a parent/guardian.
Once No is selected an additional pop-up message will appear:
e Click No to add a Minor Consented Services Override and follow the g
prompts in the next step. A isua you th o proceed wih 6107
e Click Yes if this is a Break the Glass (Emergency Only) request. Follow ETH] - - |
the prompts in the Consent Override (Break The Glass) window.
If No (Minor Consented Services Override) is -
selected, additional attestations are required. If selected:
e A Consent Override (Minor Consented Services)
window will appear.
e Review the on-screen instructions.
e Select | Attest to unlock consent and access the
patient record.
i -

For more information on Minor Consented Services Override Access, click here.

Patient Synopsis: Access
Once the patient has been correctly identified and consent has been reviewed or obtained (with a value
that allows access), proceed to Patient Synopsis. There are multiple ways to access it:

From Search Results, click the highlighted patient name.

Search Results ik

LINK 1D \

68de7746392e766082179829

DOB Gender Address Actions

1021968 w 4257 WILLOWGREST AVE SYRAGUSE 13210 NY B £

From Recent Patients or Favorites (Pinned), click on the patient name.

Recent Patients o |

Q search

Patient Name D Date Accessed

RECORD DEMQC 1-02-1966 10-24-2025
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Patient Synopsis Overview
After a patient is selected, the Patient Synopsis page displays the patient’s clinical record.

DEMORECORD "%

1. Important: The layout of Patient Synopsis may be updated. It is recommended to use the Patient
Synopsis Features quick links below rather than relying solely on the screenshot as a reference.

Patient Synopsis Features

e Health-Related Social e Encounters e Social History
Needs (HRSN) Data e Encounters — Last 6 months e Medications
e Statewide Patient e Most Recent Encounters e Immunizations
Record Lookup (sPRL) e Allergies e Problem List / Encounter
e Imaging Viewer e laboratory Results / CCD Diagnosis
e C(linical Timeline Results & Procedure Reports e Diagnostic Reports / Clinical
e Quick Link Tags e Procedure Notes / Source CCDs (includes
e Demographics e Vitals Image Viewing and Transfer to
e Patients e Mental Status PACS)

e Related Person

Health-Related Social Needs (HRSN) Data
Displays clinical information related to the patient’s health-related social needs (HRSN) screenings,
assessments, and referrals. Access by clicking the HRSN Details icon at the top of Patient Synopsis.

Patient Synopsis @Ebs Neriators Hoskt Syt

Statewide Patient Record Lookup (sPRL)
A secure search tool to retrieve individual patient records from across the state after patient consent is
obtained. Access this information by clicking the sPRL icon at the top of Patient Synopsis.

> -
Patient Synopsis ) , AR . 7

Imaging Viewer

View all images related to the patient in the imaging platform. Organizations and Authorized Users
configured for Transfer to PACS (TTP) capabilities can transfer images to PACS from the imaging platform.
Access this information by clicking the Imaging Viewer icon at the top of Patient Synopsis.

Patient Synopsis e ,M.ﬁ.n.r.rg»ms,mm i

I, Important: Organizations not configured for TTP, can view available images in Diagnostic Reports.
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Clinical Timeline
Clinical Timeline

pe— ~  Provides a quick view of the patient's
encounter history.

AND WOUND CARE CENTER

To view Inpatient, Ambulatory,
Emergency encounters, click the
dropdown arrow. Hover over any icon to
view a quick definition.

Quick Link Tags

Allergy © CCD Results € Encounter @ Encounter Diagnosis @ Immunization € Medication € Mental Status @ Problem List &) Procedure @ Social History @ vitais €@

Ll 3

For easy navigation, quick link tags provide direct access to sections of the patient record. If a quick link tag
is not available, no record exists for that section. This will be indicated within the corresponding section of
the record with No Record Found.

Click on the quick link tag to jump to the related section of the patient record.
e Inthe example below, Allergy identifies three (3) clinical records.
e Selecting this tag jumps you to the corresponding section.
e For quick access to the top of the record, click the return to top icon in the lower-right corner of the

Allergy © CCD Results @ Encounter @ Encounter Diagnosis @ Immunization € Medication € Mental Status @ Problem List @3 Procedure @ Social History @ vitals €@
L] >
DEMO RECORD >
a
Allergies Laboratory Results
Onset Date Allergen Reaction Severily Status Source
Laboratory Results Al v
05-06-2024  ORANGE-IN FOOD Hives () Upstate University Hospital y ®
Aspirin Unknown Q Cornerstone Family Healthcare
No Record Found
Ibuprofen Unknown -] Cormerstone Family Healthcare I
« 1 > »
Procedure
Date Procedure Name Associated Diagnosis Source Date Recorded Vital Sign Result Source
10-01-  POCT GLUCOSE, Upstate University 01 - ;
2095 BOGKED Hosplal 10-01-2025 07:55 PM blood pressure 88 mm[Hg] Upstate University Hospital
10-01- Uleer of left foot with bone involvement without evidence  Upstate University 10-01-2025 07:55 PM Systelic blood pre: 144 mm[Hg] Upstate University Hospital
2025 WOUND CARE of necrosis (CMS/HCC) Hospital
10-01-2025 07:37 PM Heart rate Upstate University Hospital
« <1 > »
10-01-2025 07:37 PM Respiratory rate 18 fmin
10-01-2025 07:37 PM Body temperature 36.28 Cel
v
© 2025, All Rights Reserved. v0.26 °
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Demographics

Demographics @ -

Name

Diabetes

DEMO
RECORD

Age
58

Gender
male

Address

4287 WILLOWCREST...
SYRACUSE NY 13210

Patients

Patients

Organization

HealthAlliance
of the Hudson
Valley -
HealthAlliance
Hospital -
Broadway
Campus

Upstate
University
Hospital

Bon Secours
Charity Health
System Inc -
Bon Secours
Community
Hospital

Westchester
County
Health Care
Corporation -
Wesichester
Medical
Center

Related

MRN

10DEMORECORD

DemoRecordTest

88DEMORECORDB8

DemoRec0001

Person

Related Person

Name

CNY PSYCH CORRECTIONS

Daughter One

Son One

Encounters

Encounters ©

Date

© © © © © © © © ©

10-01-2025 0320 PM

10012025 0110 P

09162025 0259 PM

09162025 0135 Pt

05-13:2025 0123 P

04152025 0458 PN

04152025 0202 PM

04-03:2025 0219 P

07-08-2024 0351PM

[ORRCRRORNCORRONRCRRC RO NNO NN |

DOB

1-02-1966

Phone

1315)222-2223

Next of Kin
Name DOB
DEMO F 1-02-
RECORD 1966
Demo 11-02-
Record 1966
DEMO 1-02-
RECORD 1966
DEMO 1-02-
RECORD 1966

Relationship

Other, Emergency

daughter
son
visitType

Admit Reason

Comments; Follow-up; Wound Check; Dressing Change

D [ ]

L]
o
[ ]
Expand
[ ]
(0]
(0]
®
®
Telecom

(315)222-2223

+1-315-456-7891

+1-315-777-4747

Encounters — Last 6 months

14 | HIE AU User Guide Revised 07.15.2026

Includes patient demographics (e.g., Name, Age, Gender, Address,
DOB, Phone, Next of Kin).

Important clinical problems may be indicated next to the title.
Hover over the problem or result icon to view the associated
problem.

Click the star icon to pin the patient to your Favorites (Pinned
Patients) for easy access anytime on the User Dashboard.

Provides information on where the patient has received care for
those organizations contributing data to HealtheConnections.
The expand and collapse feature is available for additional data.

RN Name
10DEMORECORD DEMO F RECORD
Date Of Birth Gend
021966 male
ot orLati
ssn
o of the Hucson Vally - HealihAllance Hospita - Broscway Campus
e Marita Status
Vetoran Status Language

Hats)222:2223

4287 WILLOWCREST AVE SYRACUSE NY 13210

e Provides details on contacts related to the patient (e.g.,
Name, Relationship, Phone Number).

ve e Shows all patient
R encounters.
e The expand and collapse

feature is available for
additional data.

443 North Franklin St., Suite 001

Syracuse, NY 13204 healtheconnections.org
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Encounters - Last 6 months

= (1)

a (2)

Most Recent Encounters

Most Recent Encounters

Visit

Date Type  ENCounter Location
10-16-2025 ™ Bon Secours Commuriity
1212 PM Hospital
10-16-2025 d
1142 AM e WMC Emergency Department
@ 10-01-202% 2] HYPERBARICS AND WOUND
03:20 PM CARE CENTER
Allergies
OnsetDate  Allergen Reaction Severity  Status
0952025 seasorsl Astma | Aleric st °
09152025 omoiciin SKnRasnes Erptn of e
09152025 crabe StinRashes  Erupton of °
09-15-2025 Peanuts e
05-05 ORANGE-IN
2024 00D Hives e

¢ (1

Source

Bon Secours Charity Health System Inc - Bon

Secours Community Hospital

Westchester County Health Care Corporation -

Westchester Medical Center

Upstate University Hospital

=«
D]l

Source

Mount Vernon Neighborhood Health
Center

Mount Vernon Neighborhood Health
Center

Mount Vernon Neighborhood Health
Center

Mount Vernon Neighborhood Health
Center

Upstate University Hospital

Displays a count of encounters over the past six (6)
months. Encounter icons include:

o Inpatient (blue)

o Ambulatory (green)

o Emergency (red)

e Shows the three most recent encounters
for this patient.

e The expand and collapse feature is
available for additional data.

Most Recent Encounters

Visit

Date Yot Encounter Location Source
10162025 |z Bon Secours Community  Bon Secours Charly Health Sytem Inc
1212 PM Hosptal - Bon Secours Community Hospital
\ Period Period .. Diagnosis Discharge  Discharge
1 Stat  End  DAgNOsis qu0 Bovidey Disposition  Location
1016 10-16
Anthony Leno
2025 2025 encounter-
B oy TELSXA GO DO, Anthony  unknown
e o Leno DO

Displays clinical information related to the patient’s
allergies. Hover over the icons to see details.

Laboratory Results and CCD Results & Procedure Reports
e Displays clinical results and reports within two (2) tabs. Refer to both tabs for results and reports.

Laboratory Results

Laboratory Results ©

Clinical

Description Date Status o
CBCWITH PLATELETAND  10-24-2025

© @ SiirenaL s @
COMPREHENSIVE .

© @ Tasolic PANEL ororo @ &

=]
D.J

Source

HealthAlliance of the Hudson Valley
HealtnAlliance Hospital - Broadway

Optum Medical Care PC

15 | HIE AU User Guide Revised 07.15.2026

Click Laboratory Results to view details.

The expand and collapse feature is available for
additional data.

If notes are available, click the clinical notes icon.

443 North Franklin St., Suite 001
Syracuse, NY 13204
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CCD Results

CCD Results & Procedure Reports

& Procedure Reports ©

Procedure

Procedure

Date

10-01
2025

1001
2025

10-01
2025

1001
2025

0415
2025

0129
2020

Procedure Name

POCT GLUCOSE, DOCKED.

WOUND CARE

Description Date
10-01-2025
® @ POCT glucose, docked oros o
©  Thyroidstmuiating Hormone  04-15-2025
(15H) 03:35 M
® RPR, when positive, reflexto  04-15-2025
cia 0335 PM
®  Chiamydia + Gonorrhea, 04-15-2025
Urine, Aptima 0335 PM
04-15-2025
®  Reported Physiians 04 15201
04-15-2025
©  HemogiobinAle Oycongn) 041520
Vitamin D, 25-Hydroxy, 04-15-2025
© e Serum 03:35 PM
®  Comprehensive Metaboic  04-15-2025
Panel (AMA) 03:35 PM
04-15-2025
®  HIVAGHAB 4 Generation 015720
®  lpdScreen(Basiclipid  04-15-2025
Panel) (AMA) 03:35PM

Associated Diagnos

status CMCAl source
Notes,

)

Upstate University Hospital

Mount Vernon Neighborhood
Health Center

Mount Vernon Neighborhood
Health Center

Mount Vernon Neighborhood
Health Center

Mount Vernon Neighborhood
Health Center

Mount Vernon Neighborhood
Health Center

Mount Vernon Neighborhood
Health Center

Mount Vernon Neighborhood
Health Center

Mount Vernon Neighborhood
Health Center

@ 0 0 0 0 0 60 0 6

Mount Vernon Neighborhood
Health Center

Y@

sis Source

Upstate University Hospital

Ulcer of left foot with bone involvement

without evidence of necrosis (CMS/HCC)

Influenza injectable/>3yearsifluzone/no

preservative)

IMMUNIZATION ADMIN, >18 1 VACCINE

Surgical procedure (procedure)

History of surgery (situation)

Upstate University Hospital

Mount Vernon
Neighborhood Health
Center

Mount Vernon
Neighborhood Healih
Center

Mount Vernon
Neighborhood Health

Mount Vernon
Neighborhood Healih
Center

Vitals

Vitals

Date Recorded Vital Sign Result
10-01-20250755PM  Systolicbiood pressure 144 mmHg]
10012025 0755PM  Diastolc blood pressure 88 mmiig]
00120250737 PM  Heartrate 76 fmin
100120250737 M Body temperature 3628 Cel
100120250737 PM  Respiratory rate 1 fmin

Mental Status

Mental Status

Social

Social History

Dated
Time

0929
2025

04-16:
2025

215
2022

215
2022
0326
2021

n-24
2020

24
2020

0319
1957

History

Observation

History of Alconol Use

smoking status : Never
moker

Tobacco smoking status

NHIS

Tobacco use and
exposure.

Alcohol Comment
Gender igentity
Sexual orientation

Sex assigned at birtn

No Record Found

Value

Yae
Source
Upstate University Hospital
Upstate Universiy Hospital
Upstate Universiy Hospital
Upstate Universiy Hospital
Upstate University Hospital
Y&
Ya

Source

Current non-drinker of alconol {finding) Upstate University Hospital

smoking status

Never smoked tobacco

‘Smokeless tobacco non-user

hoidays only

Mount Venon Neighborhood
Health Center

Upstate University Hospital

Upstate University Hospital

Upstate University Hospital

Identiies as Male gender (finding) Upstate University Hospital

Heterosexual (finding)

Upstate University Hospital

Upstate University Hospital

16 | HIE AU User Guide Revised 07.15.2026

e Click CCD Results & Procedure Reports to view details.

e The expand and collapse feature is available for
additional data.

e |f notes are available, click the clinical notes icon. To
close the window, click X.

D]}

e Displays clinical information related to the patient’s
procedures and associated diagnoses.

e Displays clinical information related to the patient’s vital
signs.

e Displays clinical information related to the patient’s mental
status.

e Displays clinical information related to the patient’s social
history.

443 North Franklin St., Suite 001
Syracuse, NY 13204 healtheconnections.org
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Medications

D)
[ )

Medications © Y

Displays clinical information related to the patient’s
Date Medication Status  Source m edication.

© B2 footcare Products @ Upsate niersty Hospial
© B wpeamtmocane g PR e The expand and collapse feature is available for
© 22 becom 67 sensor @ Upstate University Hosptal additional data.
© %% Ofioxacin 0.3 % Ophthalmic Solution (OCUFLOX) @ Upstate University Hospital
© 0915 prednisoLONE Acetate 1% Ophthalmic Suspension (PRED @ Medeations ©
® ggzzﬁ\ methiMAZole 10 MG Oral Tablet (TAPAZOLE) red Upstate University Hospital [B] 22 mogesamene @ vescnesir Couny e Care
o it puie o s s 3 ey s T
© 2 roorcareprosers @ Upsne ersy ospra
© 5524 Lidocaine (XYLOCAINE) 4 % gel @ Upstate University Hospital
Immunizations
immanizatons ve e Displays clinical information related to the patient’s

immunization record.

10-01-2025 nfluenza ©  MountvemonNegnborhood Heatn
07-05-2024 Tasp ©  Mountvemon Neignborhooa Healtn
04-16-2024 Pneumococcal Conjugate PCV20 ©  Upstate University Hospital
04-16-2024 Influenza Quad IM Pres Free (0.5 mL dose) [<] Upstate University Hospital
10-12-2021 Influenza Quad IM Pres Free (0.5 mL dose) ©  Upstate University Hospital
01-29-2020 Bexsero (Meningococcal B) ©  Mountvemon Neighborhood Health
04012019 Rotatvirus vaccine (Rotateq Pentavalent) @  Mount Vernon Neighborhood Health

Center

Problem List and Encounter Diagnosis
e Displays clinical information related to the patient’s diagnosed problems.
e Click the Problem List to view details. e Click the Encounter Diagnosis to view details.

Problem List Encounter Diagnosis
Problem List Ye Encounter Diagnosis o)

Date Code Code Description Status  Source DatpCodel (EocalDescnption) e

10-01 . o MSHOC Upstate University
0924 oo0o1006 Ulcer of left oot with bone involvement without ) Upstate University 2025 ENEI0 Digbetic Charcot foot (CMS/HCC) Hospital
2025 evidence of necrosis Hospital

10-01 Upstate University

M21.962 Acquired foot deformity, left
iversi 2025 Hospital

0924 309255002 Diabetic Charcot foot ©  lpsialeUniversiy P
oz Hoselal Diabetic ulcer of left heel associated with type 2 diabetes
0524 Upetate Universit T emezte melitus, wih bone involvement without evidence of nectosis 11P21212 U e
2025 774124003 Acquired foot deformity, left -] stuna\ Y (cMs/HCC)

001 e Ulcer of leftfoot with bone involvement without evidence of  Upstate University
09-24 Upstate University 2025 necrosis (CMS/HCC) Hospital
Som 152100019100 Type 2 diabetes meliitus with foot ulcer e i

. Mount Vernon

414916001 Obesity (disorder) Neighborhood Health
08-13 . Upstate University 2025 .
oze 353295004 Graves' disease e e
Mount Vernon

0513 . Depression screening using Patient Health Questionnaire

Do asazesoos Graves disease e ﬁgz‘;‘[:u”‘ws“v 2025 4547100012412 peonc e (procedure) Neighborhood Health

Diagnostic Reports, Clinical Notes and Source CCDs (includes Image Viewing and Transfer to PACS)
e Displays the patient’s diagnostic and clinical reports, including imaging.
Oiosic epors \ o Click on Diagnostic Reports to view details.
e Click the transcription icon for details.
e |f available, Imaging Viewer icon appears under Actions. The
icon will be grayed out if an image is not available.
o To view all images or transfer images to PACS (TTP), select the
view all imaging icon in the top-right corner.

Date Recorded  Category Tide. Status

12-22-2025 0245 KRB UNILAT, 2+
i 3VIEWS 73502

12:22-2025 09:45 KRB UNIAT, 2+
i

3VIEWS 73502

KR HE- UNILAT, 2+
3VIEWS 73502

08222025 0809 D
A i

08222025 08:09 XRHIE- UNILAT, 2
M m

3VIEWS 73502

Upstate University
Hosptal

443 North Franklin St., Suite 001
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Recorded

10-03-2025
11:36 AM

10-01-2025
03:20 PM

08-11-2025
0352 PM

Title

Full Chart - Mount Vernon Neighbornood Health

Center

Clinical Notes [ ]

Category Title Status Transcription Source o
Montefiore
Health System

Progress Note Progress ® [ HeC - White
Plins
Hospital
Upstate

o

o ogess @ s Uity
Hospial
Upstate

Note rmanoae @® 8 University
Hospital

Source CCDs

Date Recorded Source

10-02-202512:35  Mount Vernan Neighborhood Health
PM

Click on Clinical Notes to view details.

Click the transcription icon for details. Click X to close.

e Click on Source CCDs to view details.
e If Continuity of Care Documents (CCDs) are available,
click the CCD icon for details.
Actions
@ Source CCDs

Bocumon T Gamemu” Sacoums Sommamy Hogpha "o ine~Bon
Continuity of Care IUE‘I“'ZZSS'gsﬂzﬁ w:iz:z:zz:g: a‘;‘:;:é;%zﬂmfam Corporation - @

[ ]

CCDs are available to print and download by clicking the

appropriate icon in the top right of the popup window.

Click X to close the window.

Provenance Details

cco

Full Chart - Mount Vernon

hood Health Center (2, 2025, 08:14:40AM -0400)

12345 :2, 1966Male

Demo RECORD

427a3%-ab72-4740-86eb-89430a3¢97cS, Normal, completed

2,204 2, 2025, BAAH ASANTE MD

Mount Vernon Neighoorhood Health Center, 2, 2025, 08:14:40AM 0400

Greenway Intergy Product Suite, Mount Vernon Neighborhood Health Center, 2, 2025, 08:14:40AM -0400

ceo

The information in a CCD may vary depending on what the source organization provides. A CCD may

Continuity of Care Document (17, 2025, 05:25:37AM -0400)

DEMO RECORD
1060377239, 16, 2025 1212-16AM -0400 - 2:24PM 0400

[ ]
include:
o Insurance information
o Patient care team
o Hospital discharge instructions
o Other relevant clinical information
e Use the Collapse All feature to quickly scan for specific information within the CCD. Click the arrow next
to any section to expand and view details.
(o] ity of Care D (17, 2025, 05:25:37AM -0400) Ci ity of Care D (17, 2025, 05:25:37AM -0400)

V Contents.

DEMO RECORD
1060377239, 16, 2025 12:12:16AM -0400 - 2:24PM -0400
16, 2025 12:12:16AM -0400 - 2:24PM -0400, Sandra PASCAL

Milennium Clinical Document Generator, Bon Secours Comipual

DEMO RECORD
1060377239, 16, 2
16, 2025 12:12:16A!
Millennium Clinical D

025 12:12:16AM 0400 - 2:24PM -0400

M -0400 - 2:24PM -0400, Sandra PASCAL
it Generator, Bon Secours Community Hospital, 17, 2025, 05:25:37AM -0400

> Encounter
» Al

> Assessment and Pian

¥ Encounter

FIN 1060377239 Date(s): 10/16/25 - 10/16/25

Bon Secours Community Hosptal 160 £ Main St Port Jervis, NY 12771- 845 858 7000

Encounter Diagnosis

Wound dehiscence (Discharge Diagnosis) - 10/16/25

Discharge Disposition: Skilled Nursing Facility

Attencing Physician: Leno DO, Anthony.

Encounter Type: Inpatient

¥ Allergies, Adverse Reactions, Alerts.

» Encounter

» Vital Signs
» Social History

» Health Concerns
» Implantable Device
i

» Allergies, Adverse Reactions, Alerts.

> Implantable Device List
> HospitalDischarge nstructions
> Gosle

> Reason for Referral

> Hospital Course

> Cincal Note.

> patl o

List

Ubstance

React

[
[ulfa arugs

» Goals

T
[other » Reason for Referral

T Criticality T Severity
T Gnable to assess critcaity [Gniknown

v Assessmentand Plan

Extracted from:

Title: ED Physician Notel
1.A Wound dehiscence

Orders:

Discharge Patient, 10/16/25 13:36:00 EDT, Home Today [

¥ Functional Status
No data avaiiabl for his

section

» Hospital Course
» Clinical Note

\

Author: Leno DO, Anthony

» Patient Care team information

amily History
Insurance Providers

‘8BDEMORECORDES
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Patient Synopsis: Helpful Tips

Clinical Data Availability
Patient records include available clinical data from January 1, 2024 to present.

Clinical Section Filtering
= @ Allclinical sections have filter capabilities. Click the

Immunizations

—— / filter icon in the top right of each clinical section.
Administered Date before v | | mm/dd/yyyy 8 +
Vaceine c n: + VSnul‘l:e c n: +
Status Select... v

Administered

Date Vaccine Status  Source

Mount Vernon Neighborhood

10-01-2025 Influenza (] Health Center

Mount Vernon Neighborhood

07-05-2024 Tdap o Health Center

Expand and Collapse
e Numerous sections within the clinical record have extended

Patients

] —— = content. Click the expand and collapse icons to view more details
A T, or to minimize the section as seen in the example below from

Kaplan Family Record . .

the Patients section.

i e Click on the expand icon for additional data.

Montefiore - . . . . .

B e coooevo Y e Click any place within the record and a window will expand with

additional Patient Details. Click the X in the top right, or Close in
the bottom right to exit.

Patients

Patients

Organization ~ MRN Name DOB Expand

Cornerstone
Healtncare - 3779630R g:g‘;d 1-02-1966 ®
Kaplan Family

Pavilion

Upstate
University DemoRecordTest Demo 11-02-1966 ®

Hospital Record
vacuse v 15210

Montefiore
Health
ar7esaon o o2-196 © System HeC - OOODEMO DEMO 1-02-1966 6]

aaaaa ! RECORD
White Plains

Hospital

Icon Details

~w= e Hover over icons throughout the portal for quick definitions. An icon key is available
5 2
CONSENT TO ACCESS for reference-

HAS BEEN GRANTED

Navigating Additional Pages

443 North Franklin St., Suite 001
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e If multiple pages of data exist, use the page number icons to
navigate.

°
o
°
°
°
°
°
°
°
°
)
°
o

Organization Filtering

®
§
>
°

Patient Synopsis

Click the drop-down arrow to filter
available clinical data by organization.
Click the check boxes to include or
exclude organizations.

Alergy @ CCOResults @ Cinical-Notes @ Encounter @ Encounter Dagnosis @ immunizatin @) Laberatory ©

Demographics & Patients.

Name 008
DEMO RECORD ~ "¢*%%

one 7786308
1112222223

v T e To remove filters, click the reset icon.
— o o || = R
2
Clicia H

Printing
orgsrizatons e Print all available clinical information within a
D © OB voutvemonneigtbornood.. v et " patient’s record using the Print All button located

at the top of the Patient Synopsis.

e Print individual clinical sections using the printer
icon located in the section header.

e Select multiple items to print using the check
boxes within each section.

Immunizations | 2of 3 selectea P szse\

fom piseeed Vaccine Status  Source
Date
10012025 fivenzs ©  Mountvemon Nelghbornood Healn
07-05-2024 Tdap ° (?\:A:’L‘A‘!Ir\lsmon Neighborhood Health
04162024 Pneumococcal Conjugate PCV20 ©  Upstate University Hospial
04-16-2024 Influenza Quad IM Pres Free (0.5 mL dose) (<] Upstate University Hospital
10-12-2021 Influenza Quad IM Pres Free (0.5 mL dose) (] Upstate University Hospital
01292020 Bexsero (Veningococea! 8 ©  VountvermonNeighborhoo Healtn
04-01-2019 Rotatvirus vaccine (Rotateq Pentavalent) (<] (":";““;‘r"s’”"" Neighborhood Health
04-01-2019 Hib (PRP-T) o M:’A\A‘r:rvsmon Neighborhood Health

Quick Scrolling

443 North Franklin St., Suite 001
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e C(Click the return to the top icon,
located in the bottom right

Service Names
e Services may appear under new names.

corner of the screen, to quickly
jump back up the screen.

HealtheConnections’ HIE Portal

Previous Portal

Reports | myData, myPopHealth, Administrative Reports
Results | myResults
Secure Messaging | Direct Mail
Statewide Encounter Alerts | myAlerts

Session Timeout

e Ifinactive, a pop-up will appear prompting to either Reset Session
(return to the portal) or Back to Login (logout of the portal). If no
response is receive, the system will automatically log the
authorized user out.

Session Time Out

Your session is about to expire. Do you need more time?

pack To toan

HealtheConnections’ Services

Service Navigation
Expanded View

O

& Resuits

Collapsed View e The Navigation Panel on the left side of the screen displays a
list of provisioned services.

o Selecting a service grants access to its features.

o Click on the expand/collapse button to change the

screen view.

@ Reports

5
o, Secure

Messaging

Authorized User Access
Services are available based on approved account provisioning from their organization. If access needs to
modify or terminate, use the following: Authorized User Account Modification & Termination Form

443 North Franklin St., Suite 001

Syracuse, NY 13204
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https://www.healtheconnections.org/user-account-modification-termination-form/?&utm_source=resource&utm_medium=ext&utm_campaign=hieguide&utm_content=modform

healtheconnections’

Reports

Reports are available depending on approved access. This could include:

e Organization-specific reports for RHIO Administrators and Audit Contacts to complete administrative
and audit reporting (e.g., Active User Lists, Break the Glass, etc.).

e Patient-specific data reports that provide insights into patient profiles (e.g., Skilled Nursing Facility,
Hospital/ED utilization, etc.).

e Public Health reports on specific population health topics (e.g. Perinatal Syphilis, Opioids, etc.)

1. Important: Reports are continuously being developed. If you require a report, please complete the
Authorized User Account Modification & Termination Form to request access to available reports.

Results (formerly myResults)

Named providers, or individuals delegated by a named provider, can access clinical results via Results.
Results will display automatically when the individual is listed as the Ordering, Consulting, Referring,
Admitting, Discharging, or other designated resource for a patient. Consent is not required to view these
records due to the existing treating relationship with the patient.

1. Important: Results may not be available; however, the same information can be accessed through
Patient Lookup.

Secure Messaging (formerly Direct Mail) and Provider Directory

Secure Messaging is HealtheConnections’ HIPAA-compliant secure messaging service that allows enrolled
users to send and receive Protected Health Information (PHI) securely. Click here to view the Secure
Messaging User Guide, which includes the Provider Directory.

Note: For quick access to the Provider Directory, a link is available in the Help Center on the User
Dashboard.

Statewide Encounter Alerts

e The Statewide Encounter

Alerts service is accessible
in the Navigation Panel on

& ] v oo the left side of the User
Dashboard. For instructions
on using this service,
review the guides in the
Resource Center.

Help Center

443 North Franklin St., Suite 001
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healtheconnections’

Resources
HealtheConnections Support

HealtheConnections is here to help and is your first stop for support. For questions or assistance, please

contact HealtheConnections at:
e 315-671-2241ex.5
e Support@healtheconnections.org

Icon Key

The Icon Key provides visual references to help identify actions, statuses, and features throughout the

portal. Additional icons may be available.

Image Icon Description

Action: Collapse All
Action: Expand All
CCD (View CCD)

Clinical Notes (View Note Details)

N O

Consent Action: Add/Change (Pencil)

Consent Action: Break the Glass

Consent Action: Minor Override

Consent Value: No

&

Consent Value: Yes

o

Consent Value: Emergency Only

Encounter Visit Type: Ambulatory

C_g Encounter Visit Type: Emergency
= Encounter Visit Type: Inpatient

Y Clinical Section Filter

@  HRSN Details

s Imaging Viewer

Navigation Panel: Logout

D Navigation Panel: Reports

O Navigation Panel: Results

= Navigation Panel: Secure Messaging
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Icon Description

Navigation Panel: User Home
New Feature in the Portal
Page Number (one page)
Page Number (end page)
Print

Reset

Problem or Result (Abnormal)

Return to the Top
Show JSON

Star: Favorites/Pinned Patients
Statewide Patient Record Lookup (sPRL)
Status: Active

Status: Completed

Status: Finished

Status: Medication Active

Status: Medication Stopped
Status: Not Done

Transcription
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